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Introduction

Welcome to the API Documentation for AltasTraffic. This guide will provide you with all the necessary information to
understand and effectively use our API (Application Programming Interface) for retrieving data from your device.

What is an API?

An API, or Application Programming Interface, is a set of rules and protocols that allows different software
applications to communicate with each other. APIs define the methods and data formats that applications can use to
request and exchange information, enabling seamless interaction between systems.

Our API provides a structured way for developers to retrieve data from your device. It allows you to access sensor
readings, information from connected devices, and captured images stored on your device. By leveraging our API,
you can easily integrate this data into your own applications, perform analysis, and build custom solutions tailored to
your specific needs.

Purpose of this Documentation

The primary goal of this documentation is to assist developers in understanding and using our API effectively for data
retrieval from your device. Whether you are building a monitoring application, a data analytics tool, or integrating
our services into your existing software, this documentation will serve as your comprehensive guide.

We have organized this documentation to provide you with the necessary information to get started quickly and
make the most out of our API. It includes detailed explanations of APl endpoints, request and response formats,
authentication mechanisms, and various usage examples specifically focused on data retrieval.

Who Should Use this Documentation?

This documentation is designed for developers who are familiar with software development concepts and have
experience working with APIs. If you are working on a project that involves retrieving data from your device, this
documentation will provide you with the necessary resources to understand and implement our API effectively.

Getting started
To get started with our API for data retrieval, we recommend reviewing the following sections:

e APl Authentication - Learn how to authenticate your requests to the APl and obtain the necessary
credentials.

e Response Formats - Understand the structure and format of API responses.
e Pagination - Understand the specific pagination method used in the API.
o Endpoint Reference - Explore APl endpoints specifically designed for retrieving data from AltasTraffic device.




A\ AltasTraffic

APl Authentication

To access and interact with the API, you need to authenticate your requests. This ensures the security and
authorized usage. Currently, we support APl authentication using an API key.

Obtaining an API Key
To obtain an API key, please follow these steps:

Log in to your administrator account on the device.
Navigate to the "API Keys" page.

Click on the "Add API Key" button.

Provide a label for the API key.

If applicable, set the validity time range.

Click on the "Add API Key" button.

A new API key will be generated for you.

Make sure to securely store the generated API key.

O NV A WDNPRE

Authenticating APl Requests
To authenticate your API requests, you can provide your API key in one of two ways:

1. Query Parameter
Include the APl key as a query parameter in your APl request URL. Add "api_key=your-api-key" to the URL,
where "your-api-key" is the actual APl key.

Example request 1

GET /api/vl/results?api_key=your-api-key

2. Basic Authentication
Use Basic Authentication to provide the API key. Set the username as "api_key" and the password as your
actual API key.

Example request 2

GET /api/vl/results
Headers:
Authorization: Basic YXBpX2tleTp5b3VyLWFwaS1rzZXk=

In the above example, YXBpX2tleTp5b3VyLWFwaS1rZXk= is the Base64-encoded value of api_key:your-api-
key.

Ensure the secure storage and transmission of your APl key to prevent unauthorized access.
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Response Formats

The APl uses JSON as the response format for all endpoints. This section provides information on the JSON response
structure and offers guidance on handling and parsing JSON responses in your applications. Understanding the
response format is essential for effectively utilizing the API's returned data.

Successful Response Format
A successful request to the API returns an HTTP status code of 200 (OK) and, with the exception of the "Images"
endpoint, includes a JSON response with a "data" property in the body. This "data" property contains the actual data

returned by the APl endpoint.

To process and utilize the data, you can parse the JSON response and access the fields within the "data" object. The
specific structure depends on the endpoint being accessed. Refer to the Endpoint Reference for further details.

Example response 1

HTTP/1.1 200 OK
Content-Type: application/json

{
"data": [
{
"id": "a09690c2-4aa5-4108-a490-faOc4edfb359",
"timestamp": "2022-01-21T11:40:23.861+00:00"

}
]
}

In this example, the server responds with a "200 OK" status code, indicating a successful request. The response body
contains a JSON object with the requested data encapsulated within the "data" property.

Error Response Format

When an error occurs during APl requests, the APl responds with an appropriate HTTP error code (such as 400, 401,
500, 502, or 503) to indicate the type of error encountered. Additionally, the response body will contain a JSON
object with an "error" property, providing further details about the error.

The "error" object includes two properties:

e code - a string indicating the specific error code or identifier for easier programmatic handling.
e message - a longer string describing the error in more detail.

Example response 2

HTTP/1.1 401 Unauthorized
Content-Type: application/json

{
"error": {
"code": "unauthorized",
"message": "Unauthorized access"
}
}

In this example, the API responds with a "401 Unauthorized" status code, indicating that the request requires
authentication, and the provided credentials are either missing or invalid. The response body contains a JSON object
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with the "error" property, specifying the error code as "unauthorized" and providing an error message indicating
authentication failure.

Error Codes

unauthorized - Indicates that the request requires authentication, and the provided credentials are either
missing or invalid.

not_found - Indicates that the requested resource could not be found on the server.

invalid_cursor - Indicates that the provided cursor for pagination is invalid.

invalid_data - Indicates that the provided data in the request is invalid or does not meet the required format
or constraints.

server_error - Indicates that an unexpected server error occurred while processing the request. This error
typically occurs on the server-side and may require investigation by the AltasTraffic APl developers.
services_unavailable - Indicates that the required services or dependencies are currently unavailable or
offline. This error may occur due to maintenance, upgrades, or temporary service disruptions.
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Pagination

The APl implements cursor-based pagination to efficiently retrieve a large set of data in smaller, manageable chunks,
ensuring a sequential and more efficient process. It provides a convenient way to navigate through the data by
utilizing a "cursor" value provided in the APl response.

Workflow
The workflow for cursor pagination typically follows these steps:

1.

Initial Request

To initiate the pagination, make a request to the APl endpoint without including a "cursor" query parameter.
By default, the APl will return the first page of data, which corresponds to the oldest records.

Process Response

Process the response from the initial request and extract the necessary data for your application.
Additionally, retrieve the "cursor" value from the response JSON object. This "cursor" is a reference to the
next set of data to be fetched. If the response body also contains a boolean property named "has_more"
with a value of false, it indicates that there are currently no newer data available in the database. In this
case, the "cursor" can be utilized at a later time. Conversely, if the value of "has_more" is true, it signifies
that there are additional data yet to be retrieved. In such scenarios, another request can be made
immediately using the "cursor"

Example response 3

"data": [
{},
{}
I
"has_more": false,
"cursor": "Y3Vyc29yZXhhbXBszQ=="

Request Subsequent Pages

To retrieve the next set of data, construct a new request to the APl endpoint and include the "cursor" value
as a "cursor" query parameter. This value serves as a reference to the next set of data to be fetched,
allowing the APl to determine which records to retrieve.

Example request 3

GET /api/v1l/results?cursor=Y3Vyc29yZXhhbXBsZQ==

Process Subsequent Responses

Process the response from the subsequent request and extract the data for further usage. In addition,
retrieve the updated "cursor" value from the response JSON object.

Repeat Steps 3-4

Continue repeating steps 3-4 until you have obtained all the desired data or until you reach the desired
endpoint or condition. Each subsequent response will contain a new set of data representing the next page
and an updated "cursor" value for the subsequent request.
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Workflow for Retrieving Newest Data

1.

Retrieve Latest Cursor

To obtain the latest cursor value, make a request to e.g. "/api/vl/results/latest_cursor" endpoint. This
request will generate a response in the form of a JSON object that includes a "cursor" property, representing
the most recent cursor value available.

Example request 4

GET /api/v1l/results/latest_cursor

Example response 4

{
"data": "Y3Vyc29yZXhhbXBszQ=="

}

Use Latest Cursor for Request

After obtaining the latest cursor value from the response, you should utilize it as a query parameter in the
request to "/api/vl/results". This approach enables the API to retrieve exclusively the newest data from that
specific point onward.

Example request 5

GET /api/v1l/results?cursor=Y3Vyc29yZXhhbXBszZQ==
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Endpoint Reference

Sensors
Path: /api/vl/sensors

HTTP Method: GET
Pagination supported: No

Description
Endpoint allows you to retrieve information about the sensors that have been added to the device, including the
individual sensor's logs.

Example response 5

{
"data": [
{
"id": "2a24d0da-3eb2-420f-b1b6-e7fa26bdfell",
"label": "Sensor123",
"serial_number": 123,
"speed_limit": 90,
"enabled": true,
"status": "connected",
"status_time": "2023-06-27T07:51:52.9422",
"trigger_pin": null,
"model": {
"id": 2,
"label": "TRF-S"
by
"log": [
{
"id": "b653ef3d-ad4ce-4dec-8a73-de0d1c862e04",

n,on

"type": "info",
"timestamp": "2023-06-27T07:51:52.936107+00:00",

n,on

"message": "messages.connecting_to_port"

"id": "0c9335db-692a-4ca0-8305-436ff08eac48",
"type": Ilinfolll
"timestamp": "2023-06-27T07:51:52.943367+00:00",

n,on

"message": "messages.connected_to_port"
}

I,
"created_at": "2023-06-06T13:27:53.7552"

Response Fields

data array | null Array of sensor objects

data[].id string Sensor ID
datal].label string Sensor label

datal].serial_number integer Sensor serial number
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data[].speed_limit integer [ null

datal].enabled boolean

data[].status string

datal].status_time string [ null
datal].trigger_pin integer [ null
data[].model object
data[].model.id integer
data[].model.label string
datal[].log array | null
datal].log[].id string
datal].log[].type string
datal].log[].timestamp string
datal].log[].message string

datal].created_at string

Log message codes

Code
messages.connecting_to_port
messages.reconnecting_to_port

messages.failed_to_connect_to_port

messages.connected_to_port
messages.reader_buffer_is_full
messages.failed_to_read_port

messages.no_data_retrieved

messages.failed_to_read_from_buffer

messages.sensor_not_connected
messages.wrong_model
messages.sensor_process_starting

messages.stopping_sensor_process

Represents the predetermined speed threshold against which the
overspeed value is computed for each result

Indicates the activation status of a sensor reading service

Provides information about the current operational status of a sensor
reading service, indicating whether it is currently connected or
disconnected

Represents the timestamp associated with the last status change
Indicates the device's output pin which is associated with the sensor
Sensor model object

Sensor model ID

Sensor model label

Array of sensor log objects (contains up to 10 newest sensor log entries)
Log entry ID

Log entry type, which can be "info", "warn", "error", "critical"
Log entry timestamp
Log message code

Indicates when the sensor was added to the device

Service is trying to connect to sensor port
Service is trying to reconnect to sensor port

Service failed to connect to sensor port

NI o[l {=To V(o] ol d (o] WAL [ (oo aa =l d o =i do Ml Te]g M Service encoutered an error while trying to connect to sensor

port

Service successfully connected to the sensor port
Service reader buffer is full

Service failed to read data from the sensor port

Service connected but failed to retrieve any data from the
service port

Service encountered an internal reader error while processing
sensor data

Sensor device is not connected to any port
Sensor has a incorrect model provided
Starting sensor reader process

Stopping sensor reader process
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messages.sensor_stopped Sensor reader process stopped

messages.failed_to_stop_process Failed to stop sensor reader process

messages.wrong_device_serial Wrong device serial number is provided or the data stream
returned an incorrect value

messages.unexpected_error Service encoutered an unexpected error

Cameras
Path: /api/vl/cameras

HTTP Method: GET
Pagination supported: No

Description
Endpoint allows you to retrieve information about the cameras that have been added to the device, including the
individual camera's logs.

Example response 6

{
"data": [
{
"id": "de4e4193-b388-43ab-9bb1-7b2ca2c217c8",
"type": "mobotix-6",
"label": "Cameral",
"host": "192.168.1.123",
"port": 443,
"secure": true,
"enabled": true,
"status": "connected",
"status_time": "2023-06-26T01:13:46.3372",
"log": [
{
"id": "8deece57-1755-4990-8973-0d1a57c52898",
"type": "info",
"timestamp": "2023-06-26T01:13:45.915375+00:00",

n,on

"message": "messages.connecting_to_stream"

"id": "74d18c07-a3fe-4781-9e38-d979f19c4d35",
”type”: llinfoll’
"timestamp": "2023-06-26T01:13:46.340363+00:00",

n,on

"message": "messages.connected_to_stream"
1
]l
"created_at": "2023-06-06T13:25:15.6582"
}

Response Fields

data array [ null Array of camera objects

datal].id string Camera ID

n
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datal[].type string Camera type, currently only possible value is 'mobotix-6'

datal].label string Camera label
data[].host string Camera host
datal].port integer Camera port

datal[].secure boolean Indicates the type of connection protocol used to establish a
connection, specifically whether HTTP or HTTPS is utilized

data[].enabled boolean Indicates the activation status of a camera stream reader service

data[].status string Provides information about the current operational status of a camera
stream reading service, indicating whether it is currently connected or

disconnected

string [ null Represents the timestamp associated with the last status change

array | null Array of camera log objects (contains up to 10 newest camera log
entries)

string Log entry ID

string Log entry type, which can be "info", "warn", "error", "critical"

string Log entry timestamp

string Log message code

string Indicates when the camera was added to the device

Log message codes

messages.connecting_to_stream Connecting to the camera live stream
messages.connected_to_stream Connected to the camera live stream
messages.camera_stream_error An error occurred while processing camera stream
NI I e ld-F o 1ai -4 Camera stream reader process is starting
(NSRS e oo - M lfeld=Xl Camera stream reader process is stopping

messages.camera_stopped Camera stream reader process has stopped

messages.failed_to_stop_process An error occurred while stopping camera stream reader process
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Results
Path: /api/vl/results

HTTP Method: GET
Pagination supported: Yes

Description
Endpoint retrieves the collected result data.

Query parameters

limit integer The number of records to retrieve, allowed values: 50, 100, 150, 200,
250, 300, 350, 400, 450, 500. Default is 100

date string String value following the ISO 8601 date format, such as "2020-11-23". It
serves as a means to specify a particular date for querying results

Example response 7

{
"data": [
{
"id": "c0f7daf6-8d13-47b7-a48b-91d7c7e3c5eb",
"timestamp": "2023-06-27T713:23:48.425+00:00",
"speed": 98.18,
"overspeed": 8.18,
"length": 4.64,
"category": "small",
"incorrect_crossing": false,
"wrong_direction": false,
"sensor": {
"id": "2a24d0da-3eb2-420f-b1b6-e7fa26bdfell",
"label": "Sensor123",
"serial_number": 123,
"model": "TRF-S"
b
"images": [
{
"file": "/api/vl/images/disk/553cfb64-2d89-4d42-bed2-8ea46ee8b748.jpg",
"camera": {
"id": "de4e4193-b388-43ab-9bb1-7b2ca2c217c8",
"label": "Cameral"

]
}
Il
"has_more": true,
"cursor":
"MjAyMyOwNiOyN1QxMzoyMzo1MS41NjErMDA6MDBfMmMEYNGQWZGEtM2ViMiOOMjBmLWIXYjYtZTdmYTI2YmRmMZTEx"

}

Response Fields

13
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data array | null Array of result objects
datal].id string Result ID
dataf[].timestamp string Result timestamp
datal[].speed float Result speed value
dataf[].overspeed float [ null Result overspeed value
datal[].length float Result length value

data[].category string Category of the vehicle, possible values are "small" (up to 6 meters),
"medium" (6-10 meters), "large" (10+ meters)

data[].incorrect_crossing boolean Indicates if the result was marked as an incorrect crossing
data[].wrong_direction boolean Indicates if the vehicle was heading towards the wrong direction
datal].sensor object Sensor object

datal].sensor.id string Sensor ID

data[].sensor.label string Sensor Label

data[].sensor.serial_number R[4 Sensor serial number

data[].sensor.model string Sensor model label

data[].images array | null Array of image objects

dataf[].imagesl].file string Image file location

data[].images[].camera object Camera object

data[].images[].camera.id string Camera ID

data[].images[].camera.label E3dgfele] Camera label

has_more boolean Indicates if there are more results to be retrieved from the database

cursor string [ null Cursor value which should be used to retrieve the next set of result
data

14
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Latest Cursor
Path: /api/v1/results/latest_cursor

HTTP Method: GET
Pagination supported: No

Description
Endpoint returns the latest cursor value, which should be used as a query parameter when requesting the newest
data rows from the result endpoint.

Example response 8

{
"data": "Y3Vyc29yZXhhbXBszQ=="

}

Response Fields

string Latest cursor value which should be used for retrieving newest results

15
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Images
Path: /api/vl/images/{location}/{image}

HTTP Method: GET
Pagination supported: No

Description
Endpoint allows you to retrieve event images stored on the device by specifying the desired image identifier in the
URL.

Parameters

location string Location of the image, possible values are "disk" or "sd"

image string Image file name
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